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Agenda

• PLT Overview & Project Types

• Forensic Computing 

– Deleted Data

• Deleting data

• Email and its many sources 

• Conceptual searching 

– Identifying code names

– Don’t know what to look for

• Document review during an 
investigation



Clients & Projects

• Law Firms & General Counsel

– Litigation (Parts 31 & 35)

– Regulatory & Compliance

– Employment Disputes

– Fraud Investigations– Fraud Investigations

• General Counsel

– ‘Disclosure Readiness’ 

– Data Loss Prevention (DLP)

• Accountants

– Insolvency & Asset Recovery

– Fraud Investigations



Forensic Computing

• Who did what and when?

– ‘Data Theft’

– Webmail & Instant Messenger

– USB Media

– Internet Access & Web History– Internet Access & Web History

– Computer Access & Network 
Logs

– Mobile Phones & BlackberriesTM



Forensic Computing

• File Access

-Peak before an 'event'?

-What files were accessed by 
whom?

• Passwords• Passwords

– 3 types – average

– Weak & strong encryption

• 'Social Networks'

– Who emails whom?

• Part 35 Expert Witness Reports



Deleted Data

• Data isn’t ‘deleted’ until it is 
overwritten

– Applies to system & User 
generated data

– Data from the remainder of a 
partially overwritten, file is 
recoverable

• Deleted data is often valuable 
evidence – Human Behaviour

• Data Wiping
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Searching e-Documents

• Key Words

– “Turkey”

– Boolean Operators

• Latent Semantic Indexing

– Relationship between characters

– Language independent (incl. slang)– Language independent (incl. slang)

- Concept - “Large bird, Christmas, 
Thanksgiving, Edible (allegedly)”

– What about Goose ?? Relevant?

– Code words

• Document Review Platforms

– More Like This!



Dealing with the Volume

• Volume

– 1Gb could be 100,000 pages of email

– 1 Backup Tape could be 400Gb or 40m 
documents

– 40m docs = 200 tonnes of paper!

• Data, Relevancy Filtering

– Custodian

– Dates

– Key Words 

– File Types

– Duplicates

• Find the Important Documents Quickly
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How Many Copies?

• Los Angeles

– File Server & Backup (2 Copies)

– Email Server & Backup (2 
Copies)

– User PC (1 Copy)– User PC (1 Copy)

• London, Beijing & Sydney

– Users' PCs (3 Copies)

– Email Servers (3 Copies)

– Email Backups (3 Copies)

• Minimum - 14 Copies
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Document Review Platforms

• Emails & All Other Documents

• Secure, Online Repositories

– Upload electronic & paper docs

• Search Capability

– Boolean (“Adrian” + “Palmer”)– Boolean (“Adrian” + “Palmer”)

– Conceptual

– Languages (any)

• Redact Privileged Docs

• Document Category Coding

• Produce Docs to Regulators



Folders 
containing the 
various 
documents for 
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Advanced search 
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Family 
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Redactions and 
highlighting 
with comments 
and log



Reporting on 
reviewer 
progress







Questions

Thank you For Listening


