
Anti-Money Laundering: Senior Management Responsibilities
Since the implementation of the Financial Services and Markets Act 2000 (FSMA), the area of senior management responsibilities has been put under the spotlight. A wide range of initiatives, discussions and actions across the industry often focus on the importance of the role of senior management in relation to their involvement and approach and how this affects the effectiveness of systems and controls within a business. A key provision in the Senior, Management, Arrangements, Systems and Controls (SYSC) chapter of the Financial Services Authority (FSA) rulebook for example requires firms to:
"take reasonable care to establish and maintain effective systems and controls....... for countering the risk that the firm might be used to further financial crime."
A firm being used in connection with money laundering or terrorist financing could eventually be subjected to regulatory, legal, financial and reputational risk. In this event senior management, who are ultimately responsible for managing a business effectively are required to reduce this risk by being proactive and taking responsibility for identifying and assessing the risk of financial crime and ensuring the adequacy of existing control processes and procedures are appropriately designed and implemented. 

In the UK, the Money Laundering Regulations which comprise of the Proceeds of Crime Act 2002 (POCA); Anti-terrorism, Crime and Security Act 2001 (Terrorism Act), Money Laundering Regulations 2003 (ML Regulations) and the FSA Handbook, apply to all firms undertaking relevant business. The implementation guidance for the financial services industry as a whole is provided by the Joint Money Laundering Steering Group (JMLSG) (http://www.jmlsg.org.uk).
The new JMLSG Guidance and the reform of the money laundering material in the FSA Handbook provides a framework which allows firms to refine their processes and focus their resources on areas of greater money laundering risk, instead of worrying about whether or not they are complying with the FSA’s rules and the possibility of regulatory action. At the heart of the FSA’s anti-money laundering regime is the Risk-Based Approach to tackling money laundering which has been part of the process of evolution of the AML regime.
GENERAL OBLIGATIONS 
The FSA’s Handbook recently replaced the detailed money laundering rules with high-level provisions which sets out key obligations for senior management. This new approach which is less prescriptive aims to allow senior managers have the flexibility to implement systems and controls in the most appropriate way for their firms, allowing for more efficient and effective risk-based defences against real money laundering risks.

Here are some of the key general obligations from the ML Regulations placed on firms within their scope:
· Ensuring systems and controls enable them to identify, assess, monitor, mitigate and manage their money laundering risk; 
· Allocating  overall responsibility for the establishment and maintenance of the firm’s anti-money laundering systems and controls; 
· Appointing a competent and appropriately trained Money Laundering Reporting Officer (MLRO) to oversee the firm’s AML activities. MLRO’s must be provided with adequate resources and provide a report to management at least annually on the operation and effectiveness of the firm’s AML systems and controls. Management are required to take any necessary action to remedy any deficiencies identified in a timely manner.
-         Providing adequate anti-money laundering training.

It is important to note that some FSA regulated firms (General insurance firms and mortgage intermediaries) are not covered by the ML Regulations, or the provisions of SYSC specifically relating to money laundering and so are not  under an obligation to appoint an MLRO but have an obligation to have appropriate risk management systems and controls to combat the risk of financial crime.

FAILING TO COMPLY WITH AML REGULATIONS
AML regulation have created a number of primary offences notably failing to report knowledge or suspicion of possible money laundering, involvement with any criminal property terrorist property. It is important for firms to ensure staff are trained and made aware of the law and their obligations under it. 
In a risk-based approach a firm should tailor the content and frequency of its training to the risk that its staff faces. Staff must can avoid liability by submitting a Suspicious Activity Report to SOCA and obtaining the appropriate consent for the transaction or activity. A failure to comply with the obligations mentioned in the JMLSG guidance notes risks a prison term of up to two years and/or a fine. 
FSA has handed out heavy fines to a number of financial institutions in recent years for failing to comply with anti-money laundering (AML) regulations. Senior management have not escaped this either as they have been punished for failing to comply with the rules stated in SYSC. When the FSA considers whether a firm has breached their money laundering rules in SYSC, they will have regard to whether the firm followed the relevant provisions of the JMLSG Guidance.

AML Policy

Firms are required to produce adequate documentation of its risk management policies and risk profile in relation to money laundering, including documentation of that firm’s application of those policies. This may include procedures to implement, details of individuals and functions responsible for implementing particular aspects of the policy and details of how senior management undertakes its assessment, monitoring and mitigation.
Although the UK legal and regulatory regime is primarily concerned with preventing money laundering which is connected with the UK. There may be instances where a firm has close ties with entities outside the UK. In this case,  firms should consider putting in place a group AML/CFT strategy ensuring a universal theme in line with UK law or if the standards in the host country are more rigorous, to those higher standards. Firms must take into account the various obligations which it has to meet in these countries for example ‘Reporting Processes’ which must follow local laws and procedures.

GOOD PRACTICE
As a result of international pressure,  the financial services industry has seen an increase in risk-based Anti-Money Laundering (AML)/Combating of financing of Terrorism (CFT) procedures. In addition to several  countries introducing legislation to make money laundering and terrorist financing criminal offences, and ensuring legal and regulatory processes are  in place to enable those engaged in these activities to be identified and prosecuted, strong guidance to the industry has made way for good practice, with some organizations issuing the following:

· Guidance (JMLSG, Wolfsberg Group of Banks, Basel Customer Due Diligence Paper , International Association of Insurance Supervisors Guidance Paper 5 and the The International Organization of Securities Commissions Principles paper);
· Recommendations for international  minimum standards for action (www.fatf-gafi.org);
· Sanctions list  (United nations/European Union, Bank of England);
· Strategy document – Published by the Treasury (see www.hmtreasury.gov.uk/documents/financial_services/fin_index.cfm).
This list is not exhaustive.
CONCLUSION
The effectiveness of senior management controls provides assurance of the firm's ability to operate in a compliant manner and is a significant contributory factor utilised in the risk assessment of a firm by the regulator. Senior management fully engaged in the decision making process must take ownership of the risk based approach because despite being in a position to delegate particular tasks and roles, the ultimate responsibility for regulatory requirements lies with them and they will be held  accountable if the approach is inadequate. 
As long as the assessment of the risks and the selection of mitigation procedures have been approached in a considered way, all relevant decisions are properly documented and the firm's procedures are followed, the risk of reproach should be minimized and the risk of censure should be very small.
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