  AN MLRO’S VIEW OF A MONEY LAUNDERING CASE
In 2005 I was the MLRO at the London Branch of XY Bank. This institution would prefer to remain anonymous, hence the assumed name. The role there was challenging as there were numerous retail and private accounts as well as corporate ones.
On 7 March 2005 March I was asked to approve a new corporate account in the name of C-Land Company Limited, an import-export business based in Nigeria. The managing director was Mr Jong Woan Park, a Korean national who was domiciled in Nigeria. The Bank’s account manager requested the applicant to forward the requisite documents in accordance with the Bank’s anti-money laundering procedures. We received the Memorandum and Articles of Association, Certificate of Incorporation, Certified Board Resolution, latest Annual Accounts, identification documents for Mr Park and a completed ‘Know Your Customer’ questionnaire for corporate customers. These documents were passed to me for scrutiny.
The identification and KYC documents seemed to be in order but when I checked the accounts and the customer questionnaire alarm bells started to ring for me. On the questionnaire, the applicant showed the expected level of turnover through the account to be around USD 2,000,000 and for individual transactions around USD 100,000. However, according to the C-Land profit and loss figures for the year ended 31 March 2004, the Company’s turnover was Naira 43,779, 893 which had a US dollar equivalent of about USD 312,000 (Naira-USD 140). As the projected turnover through the account was shown to be at least 6 times that of the Company’s entire business turnover for the previous year, I rejected this application. To my mind, the figures for projected turnover seemed extremely dubious as they were certainly not commensurate with the size of their business. Over the next 3 months I rejected other similar approaches for the same reasons.
Eventually on 6 June 2005 when yet another application was made the projected annual turnover figure on the questionnaire was reduced to around USD 200,000 and individual transactions were shown as about USD 10,000. On the strength of this, I approved the opening of this account but with misgivings which I voiced to the account manager. I warned him that if there were anything untoward about C-Land’s account, I would have no option but to make a disclosure to NCIS.

During the first few weeks the usage on C-Land’s account was circumspect. However during the second half of August 2005 the size and volume of transactions increased noticeably with one individual payment of nearly USD 1,000,000. In September 2005 there was a further acceleration in account usage, which prompted me to make my first SAR disclosure to NCIS on 12 September 2005. There was no response from NCIS. As there was no let up in use of this account I made a second disclosure to NCIS on 29 September 2005. There was still no response from NCIS.
I have been asked whether my bank could have tried to dispel the suspicion by calling the customer and asking him to explain the divergence between the expected and actual levels of transaction. I felt that to do so may have put the customer under notice that he was under suspicion and this may have inadvertently tipped him off.

I estimated that between 7 June and 29 September 2005, C-Land’s account had received over USD 6,700,000 by way of inward remittances from widespread geographic locations. In the light of the questionnaire from 6 June 2005, there was no logical explanation for the size and volume of turnover through this account.
On 29 September 2005 we also received two emails with fictitious information relating to C-Land’s account. On 5 October 2005 I received a phone call from an African gentleman, apparently calling from Holland, claiming that he should have received USD 100,000 from C-Land’s account with us value 28 September 2005. I told him we had no record of this transaction. Soon after this gentleman sent me a fax ‘proving’ we had made this payment by a SWIFT message. This SWIFT ‘payment’ was completely fictitious. The gentleman had said he would call back but he never did, which is unusual under normal circumstances. At this point, I made a further SAR disclosure to NCIS and called the City of London Police, Economic Crime Unit. 

When I informed the officer at City of London Police that I had already made disclosures to NCIS, he asked me to fax through all the materials I had already sent to NCIS. This I duly did and on the next day I received a return call from a detective inspector, who stated that my disclosure may have lifted the lid on a money laundering operation.
On 6 October 2005 I applied to NCIS to consent to make three payments by order of Appoly Industries Nig Ltd, a  sister company of C-Land as I believed the transactions to be dubious. This consent was to be refused. On 7 October 2005, at the request of the police, C-Land’s account was frozen with a credit balance of USD 1,178,941.66. This was because the police believed that C-Land’s account was being used as a conduit for money laundering.  
On 11 October 2005 two officers from the City of London police came to the Bank for a meeting with the account manager and me. The account manager was uncertain whether he should attend this meeting, as he thought that to do so may constitute “tipping-off”. Perhaps this showed that he had indeed paid a modicum of attention to my AML training! During the discussion the officers took further statements from the Account Manager and myself. They stated they very much wanted to question Mr Park, the Managing Director of C-Land. When reminded that this gentleman was in Nigeria, they stated that, as there were no extradition arrangements with Nigeria, steps would have to be taken to secure the cooperation of the Nigerian authorities in order for the police to gain access to Mr Park.
On the next day, 12 October 2005, Mr Park walked into the Bank. Apparently, as Mr Park had an internet banking facility with the Bank and had discovered that C-Land’s account had been blocked, he had decided to meet with the account manager to ascertain the reasons for the account being frozen. For Mr Park, this was to prove a costly mistake, as the City of London Police were informed of his presence on the Bank’s premises. Within 15 minutes three plain clothes officers arrived at the Bank and when Mr Park confirmed his identity, he was arrested on suspicion of committing money laundering offences. Mr Park seemed somewhat bemused at this turn of events. In his possession, Mr Park had a briefcase, the contents of which the police said they may need to examine later. Then Mr Park was escorted from the Bank’s premises and taken to a nearby police station.

In the aftermath of Mr Park’s arrest, the papers in his briefcase revealed a plethora of information showing a connection between C-Land and other accounts with other banks. Also it emerged that Mr Park was only the front man in C-Land’s operations, which were run by several Nigerian individuals including a certain Mr Innocent (‘innocent’ by name but not be nature!). In all events, the police had amassed enough evidence to press charges against Mr Park. 

I was informed by the police, that C-Land’s account was being used to process payments from individuals who had become victims of Nigerian ‘419’ scams. These are so-called after the Nigerian statute that deals with this type of advance fee fraud which preys upon the naivety and greed of those who think they can “get rich quick”. One such case involved someone who had been informed by email they had won the Euro lottery which they had not even entered!  The victims seemed to live either in the UK or the US and the police investigation was conducted on both sides of the Atlantic.
In January 2007, at his trial at Croydon Crown Court, Mr Park pleaded guilty to offences under the Proceeds of Crime Act. In March 2007 Mr Park was given a ten-month prison sentence suspended for two years. He was also told to repay approximately USD 1.2 million to the victims or face a four-year jail term. In early April 2007, XY Bank received instructions from the Court to pay these funds to a designated account with a view to the funds being returned to the victims. 
Although this was a fairly straightforward case, there are various lessons to learn:

The establishment and implementation of effective AML procedures is of paramount importance. At XY Bank these had been in place for some time. In addition to ID and KYC documents, the MLRO had drawn up appropriate questionnaires for both corporate and private customers in which applicants are requested to state the reasons for opening an account, the nature and geographic spread of their business and the expected usage of the account, both in terms of turnover and individual size of transaction. In the C-Land case, this was a crucial document as it provided the benchmark against which usage of the account could be measured when transaction monitoring was undertaken. At XY Bank this monitoring was performed on a daily basis across a sample of accounts according to the perceived level of risk. As I considered accounts such as C-Land to be high risk, I checked their account movements daily. From this I could deduce that the volume of business through the account was at variance with the answers on the questionnaire. 
Whereas there was no immediate response from NCIS, the City Of London Police moved with commendable speed in their investigations. The incidence of an early arrest was a matter of luck as Mr Park’s actions were like ‘a fly entering a spider’s web’. As he had been arrested, the Bank did not have to explain to Mr Park why C-Land’s account had been frozen without the risk of tipping him off. As we all know, this scenario is the MLRO’s nightmare. Once the arrest had been made, the ‘tipping-off’ danger had passed. 

From the point of view of the City of London Police, they say they work in partnership with the financial sector in the struggle against financial crime and rely to a significant extent on any help that MLROs can provide with their SARs and any other information. Without our help, the police face a more uphill fight against the money launderers.
Finally, there are various cultural issues which have to be met by MLROs who work for small London branches of some foreign banks. Firstly, there is sometimes a reluctance on the part of expatriate senior managers or account managers to be compliant if there is any risk of losing business. Secondly, there can a reluctance on the part of the expatriates to cooperate fully with law enforcement for fear of upsetting the client or Head Office. Under these difficult circumstances, the MLRO has to be very firm in ‘sticking to his guns’. 
Keith Laurence has been the Money Laundering Reporting Officer at Industrial Bank of Korea since October 2006. 

