Ben Hur asks Forensic Specialist Ian Henderson:
 “What is “Computer Forensics” and why do Compliance Officers & MRLOs need to know about it?” 

Computer Forensics is: the acquisition, analysis and presentation of information from digital devices – to legal standards of evidence, if necessary. 

It can be used as either intelligence or as evidence in its own right – subject to the appropriate rules governing evidence derived from computer based systems. If it’s used as intelligence, this can help an interviewer ask particularly focussed questions or identify an incriminating document.

The reason it’s so important is that we now live in a digital environment with business deals being completed on the basis of emails from Blackberry’s and other portable devices. There’s also a huge increase in the full range of 24/7 messaging from all sorts of items including home computers, PDA’s, mobile phones, wireless networks and temporary devices such as broadband connections from hotels. Not only does this raise a number of security issues, it also raises a number of compliance issues due to the very broad definition of a “document” in English law and the fact that the legal boundary that governs what needs to be considered is extremely wide.

The cost of getting it wrong can be very high as well. 
It was reported last year that (a major institution that shall remain nameless) lost a US$ 1.45 billion fraud trial, not on the merits of the case, but simply because its compliance procedures were not robust enough to find certain emails going back about 7 years. This is the sort of nightmare scenario that can easily develop in a case covering a number of years. Another high risk case is one for unfair dismissal or other action that starts with an industrial tribunal – as these types of case can easily escalate. It can be a very expensive mistake to make – and may become career threatening for the relevant compliance officer or MRLO.
I’m not a lawyer, but it may be worth highlighting some of the key points relating to electronic documents as far as civil litigation is concerned. All of the following is based on the current law in England, but the principles are much the same world-wide. 

Firstly, What is a document?

The relevant guidance is the Part 31 of the Civil Procedure Rules which govern the Disclosure and Inspection of Documents. 

Full details can be found here:
http://www.dca.gov.uk/civil/procrules_fin/contents/parts/part31.htm
But the basic definition is:

“‘document’ means anything in which information of any description is recorded;”

This is a very broad definition and clearly includes emails and electronic documents as well as paper documents. It includes deleted files and even the metadata hidden within electronic documents. Arguably, it also includes text messages, CCTV records, records of telephone conversations, instant messaging services and all sorts of other information – many of which will not normally be regarded as being a “document”.

What is the legal “boundary” that needs to be considered?
Again the definition is very wide:

“A party’s duty to disclose documents is limited to documents which are or have been in his control. 
For this purpose a party has or has had a document in his control if –
(a) it is or was in his physical possession; 

(b) he has or has had a right to possession of it; or 

(c) he has or has had a right to inspect or take copies of it.”
This is often summarised as “custody, possession or control” but it is clearly wide ranging and includes documents not just on “live” systems but also on back-up tapes or similar devices and also on portable devices such as Blackberry’s and mobile phones. 
Do you have procedures in place to track and recover documents from all of these devices?
How much effort do you have to make to search for these documents?  Have you tired as an experiment to see if your susyems work?
Again, the guidance is quite specific. The search much be “reasonable” in the particular circumstances of the case. 
“When giving standard disclosure, a party is required to make a reasonable search for documents falling within rule 31.6(b) or (c). 
The factors relevant in deciding the reasonableness of a search include the following –
(a) the number of documents involved; 

(b) the nature and complexity of the proceedings; 

(c) the ease and expense of retrieval of any particular document; and 

(d) the significance of any document which is likely to be located during the search. 

Where a party has not searched for a category or class of document on the grounds that to do so would be unreasonable, he must state this in his disclosure statement and identify the category or class of document.”
This means that if a certain document is crucial to the case, “exceptional steps” (my words) must be taken to find it. In other words, you have to do “what ever it takes”. This is particularly relevant in industrial tribunal or fraud cases where a dismissed employee may be seen to be at a disadvantage compared with the resources available to his previous employer. In extreme cases this may even give rise to Human Rights Act issues under the “equality of arms” provisions of Article 6.
The duty to search includes not just a search for documents that may assist your case – but also may help the other side!

Standard disclosure requires a party to disclose only –
(a) the documents on which he relies; and 

(b) the documents which –

(i) adversely affect his own case; 

(ii) adversely affect another party’s case; or 

(iii) support another party’s case.
Failure to meet this requirement can be very expensive …

These are the most important provisions of CPR Part 31, but if you are likely to become involved in litigation, it’s a document you need to be familiar with and take the appropriate advice.

In Criminal Cases a different set of rules apply.

The United Kingdom has probably led the world as far as relevant guidance is concerned. The most useful is probably the Association of Chief Police Officers “Good Practice Guide for Computer based Electronic Evidence”
http://www.acpo.police.uk/asp/policies/Data/gpg_computer_based_evidence_v3.pdf 
The guidance goes into a great deal of detail and is currently being updated. Whilst they have been written primarily for Police Officers, they apply to anyone responsible for producing evidence in a criminal trial.
The main principles are:

Principles 1 and 2 “Do no harm” (my words)

“No action taken by law enforcement agencies or their agents should change data held on a computer or storage media which may subsequently be relied upon in court.”
“In exceptional circumstances, where a person finds it necessary to access original data held on a computer or on storage media, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions.”
Principle 3 “Establish an evidential audit trail”
“An audit trail or other record of all processes applied to computer based electronic evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result.”
Principle 4 “Take personal responsibility for your actions”
“The person in charge of the investigation (the case officer) has overall responsibility for ensuring that the law and these principles are adhered to.”
I hope you can now see that the whole issue of the use of documents (particularly electronic documents) in any form of legal proceedings can be quite challenging. You are well advised in my opinion to seek specialist advice as soon as you realise that some of your documents may be needed. 
Computer Forensics is much more interesting than dealing with litigation disclosure and to give you a flavour of a real case Ian is willing to forward you an article that was published in Computer Fraud & Security magazine describing a real fraud and how IT evidence was at the centre of a successful investigation and 100% recovery, Ian’s contact details are below, I hope you never need him, but if you do, then you’ll be glad he is on your side.  This is certainly a most interesting area, and one I think MLRO’s and Compliance Officers should become more familiar with.
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