
Ben Hur pools the mass of crime statistics together and comments on why MLROs and Financial Crime Fighters must think more seriously than ever before about financial crime (in 2007).
If we put the widely published statistics together to see what the picture looks like, is it really that bad, is it cause for concern, do we the custodians of the AML and fraud world need do anything different.  Personally, I collated this information over a month and put it all together to assist me in making my risk based approach assessment for 2007, frankly, I found when you put everything together, it became e so scary it could have been written by Stephen King.   
The US believes that over 1 Trillion US$ is laundered each year (and that’s an estimate on the conservative side);

Apparently billions are laundered each year through the UK economy alone; 

Identity fraud:  Apparently 75% of households throw enough information away to easily form a duplicate of their identity, if that isn’t bad enough, Identity fraud is set to double over the next four years.  I am also given to understand that ID theft could cost the UK economy as much as 3.8 billion pounds a year by 2010 if nothing further is done to combat it;

Additionally, I read in a research report commissioned by a security specialist (Garlik) which said costs will double from the 1,8 billion pounds because of an increasingly sophisticated fraud infrastructure that enables criminals to operate in a similar way to business, the report went on to say: “the internet facilitates this infrastructure and greatly reduces the risk for criminals, and that fraudsters at the bottom end of the criminal spectrum collect information from public sectors sources, such as the Electoral Role, Companies House, 192.com and social networking sites”, indeed I recall an article stating criminals were getting heaps of personal information from publicly available planning permission applications;
This information is then traded on very transient web sites; criminals use high-tech tools and anonymous e-mail accounts, data encryption and proxy computers to evade detection and prosecution “adds the Garlik report”;

We read about Telephone call centre employees giving personal details away in the thousands to organised criminals;

I am told there are over 3000 websites giving information on how to commit a fraud, and this number is growing;
If you think the above stats are scary, then read on, it gets much MUCH worse. 

The Sun newspaper reported that a leaked document advised the Prime Minister that with Bulgaria and Romania about top join the EU, we in the UK can expect a crime wave explosion………..
Dame Eliza Manning-ham-Buller (Head of MI5) has stated this month that there are currently 200 Al-Qa'ida trained terrorist cells in the UK, and some 30 UK aimed plots under investigation, with 1600 known people residing in the UK linked to terrorism, and if that isn’t bad enough to scare you, then there’s even five Police Officers including an Inspector were arrested this month and charged with amongst other offences, money laundering (does financial crime know NO bounds?). 
SOCA has arrived to help, MI5 has increased its staff by 50% since the September 11th US terrorist attacks, so what thought or dramatic increases in dedicated staff or system changes has your firm made (implemented) in the fight against fraud and money laundering? 

Never before have systems and controls been so important, never before has combating money laundering been so important, the battle field is now stacked against us with those wishing to beat our defences gaining in numbers and sophistication, they are at our perimeters and about to fire salvos like never before, and if we don’t have a well thought out action plan, well, we simply won’t have a chance, some people have even said to me that that we simply cannot win, so why do criminals come here to commit their offences?
Well, what happens if these criminals are caught, well first they have to be detected, then evidence obtained for a criminal prosecution, then get the case to Court, and then await the outcome, for me, I think that our sentencing isn’t tough enough, but then, we are apparently out of prison space, and this is because we have the highest prison population in Europe.

I read about people being let off for crimes committed, when I say let off, I mean the sentence isn’t a custodial one, I read about shoplifters no longer being prosecuted, I read about muggings on the increase, decent people being stabbed for a mobile phone, some small amounts of cash and credit cards, and if that isn’t horrific enough, when the victim dies from his wounds, the perpetrator doesn’t even get prosecuted for Murder and then to add insult to personal injury, the murderer, sorry that’s “manslaughterer” gets a short sentence that will only last half the sentenced time anyway, as the sentences seem to be cut in half these days.
Who’s fault is this?  Since Tony Blair arrived (nine years ago) 3000 NEW criminal offences have been created, that’s almost one a day since 1997, Labour has also passed 114,366 pages of legislation, including 370 Acts of Parliament, plus, 32,776 bills of secondary legislation. 

We have the Police Officer who shot a suspected terrorist on information he was given (he had a job to do which was protecting the public), and then when that same Police Officer shoots an armed robber people look at the Police Officer like he is a criminal. 
We read about horrendous drug abuse stories in the UK, far too many to mention, but some of the stories have been simply outrageous as illegal drugs are apparently everywhere here in the UK, including our schools, prisons, pubs and clubs.

OK, let’s dig deeper into the world of stats:

UK ATM fraud rose to 65.8 Million during 2005, gangs coming in from abroad just to commit ATM fraud here in the UK, I heard one story of rival gangs battling their territory out, culminating in the most vicious of assaults where one gang caught up with the rival gang and one individual who tried to escape “running into a parked ambulance” having his head crushed and split apart, the spoils, apparently around 3 Million a month (yes that was 3m a month), I think you get the picture?
Then there’s serious organised crime . . . and sleepers being placed into our financial institutions simply to commit a financial crime, and these people we are told may be in our institutions for up to two years, simply to commit that crime (is one of these people in your institution?  “NO”, are you sure?
Then there’s the opportunist employee, and the numbers of these appear to be growing as the chances of getting caught are slimmer these days, the chances of a prosecution and conviction are even smaller, and the 
chances of all this and a custodial sentence are even slimmer, and then of course, if all this happens and you do get locked up, you are out well before the sentence expires, indeed the Government has recently issued a statement saying we must free up prison spaces for more serious crime (read in to this what you will, but what does the criminal read into this?).
So who defines what is serious?  As an MLRO or financial crime fighter its your job to try and spot these criminals, and sure, we undertake this role to the best of our ability, but lets also remember the FSA has a statutory objective to fight financial crime, and they have the ability to come into our institutions and judge us on how we are doing, and in so doing, FSA then write a report to our senior management advising on the outcome of their visit “how we are doing”.  In so doing, this can affect our wage increases and bonus, so, it is a serious business, yes, but on the one hand the message being sent out (or certainly received) to criminals is come here and commit your crime because we are an easy target and a soft touch, am I confused here, or are we missing out on some serious backing here?
A further example if I may is the Abbey National employee who stole nearly 40k, this lady cleverly did this over a few years and from a few branches making the crime difficult to spot, so, a well thought out crime. However, the employee got caught, went to Court, and sadly, did not get a prison sentence and was only ordered to pay half the amount back that was stolen, tell me, what message is this sending out to employees who may be thinking about committing a financial crime?  
Earlier I mentioned the new criminal, the “Manslaughterer”, and now we have the convicted fraudster that we have to feel sorry for (for whatever reason), she’s in debt, or has children, or whatever these unusual circumstances are that mean we must pity these poor people (I was going to say criminals, but perhaps we shouldn’t use this term any more, it might offend them), lets face it, a young chap who breaks into your car, damaging your door, smashing the locks, then smashes your dashboard about to hot wire our car, then drives it around at speed eventually smashing it to bits is called, yes  . . . .  a  JOY rider.

Am I going mad here with the way we treat people these days?   Should we not re name this type of criminal (sorry, I didn’t mean to use that word – how stupid of me), be perhaps be renamed, a lovely person joy rider, or an out of hours car re-shaperer, or perhaps, an “Unauthorised Shapeshifter Technician”, perhaps with letters after his name . . . say ASBO or should that be ASBO friendly (I think I am getting carried away here)?    
I know of another case where a chap committed fraud in another Country, got caught, went to Court, got sentenced, served his time, and then after being released, came to England, got a job in a major bank, and guess what, he did? . . . .  Yes you guessed it, he is up to his old tricks again (but in the UK – what a surprise). 

How bad can it get?

Can Joe public help, well new research commissioned by APACS shows that millions of Britons are still not aware of some basic security pitfalls:

 

· One quarter of all Britons (25%) have disclosed their PIN to someone else - exposing them to a heightened risk of fraud and potentially making them liable for any card fraud losses they may suffer. 

· More than a quarter of people (27%) use the same PIN for all their cards - which makes life easier for the fraudster given that each cardholder in the UK has, on average, four cards each. 

· 44% of Britons still let their cards out of their sight (in restaurants and bars for example) putting them at greater risk of fraud. 

· More than half of online shoppers (51%) never check that a website address changes from http to https before making a purchase indicating that awareness of secure shopping advice is low. 

Online bank fraud losses rose by 55% from £14.5m in the first six months of 2005 to £22.5m in the same period this year. These losses primarily involved phishing scams – these being where (typically) customers receive an email that seems to come from their genuine bank but is in fact these are from fraudsters who try to dupe them into disclosing personal banking security information.  I read that phishing attempts in the US are becoming more effective and that a staggering 24.4 million Americans clicked on phishing e-mails thus far in 2006, and this compares with 11,9 million in 2005 (get the picture here?).
 
There are several straightforward steps consumers can take to protect themselves against online banking fraud, such as being wary of unsolicited emails requesting personal information, and installing up-to-date anti-virus software and a personal firewall. Similarly, consumers can minimise the chances of becoming a victim of card fraud by simply keeping cards and card details as secure as possible and not letting their cards out of their sight.
And if all that wasn’t bad enough, according new research from US anylists Gartmore, Online phishing e-mails are now targeting high income victims, people (Gartmore say) earn more than $100,000 (£52,500) received nearly 50 per cent more phishing e-mails than lower earners (this statistic came from a study of 5,000 American adults.
So, what’s the message to criminals who want to commit financial crime here in the UK (am I repeating myself)? Surely I don’t have to spell it out for you.  Be on your guard, sleep at your peril.
So what’s the solution, is there one, are the odds not only stacked against us, but are they increasing (and not in our favour) at an unstoppable rate?

OK, lets put even more effort into these stats…..what I hear you say, “it gets worse”?   Yep, more sources for Fraud Statistics, read on.
Card Fraud Rampant in the UK

Research published by the European Security Association has revealed that more than 7 Million have fallen victim to debit and credit card fraud, this makes the UK the card fraud centre of Europe, stats across the continent reveal 11 per cent of Europeans (about 2 Million people) have been hit.

KPMG Fraud Barometer - measures cases in the UK courts worth > £100,000
In the UK - 222 fraud cases involving a total of £942m reached court in 2005, up from 172 cases worth £329m in 2004

Total fraud cases: 222

Total value: £942m

Worst hit region: London/South East (£674m)

Worst hit sectors: Government (£448m), financial sector (£360m)

Main perpetrators: Managers (£421m), professional criminals (£421m)

The two biggest classes of perpetrator were managers and organised crime, which together accounted for almost 90% of the cases

Major fraud cases involving £653m came to court in the first half  of 2006, up from £250m at the same time in 2005 and £392m for all of 2004.

APACS - http://www.apacs.org.uk/

UK PLASTIC CARD AND ONLINE BANKING FRAUD LOSSES
	Type of fraud
	Jan to
June 2004
	Jan to
June 2005
	Jan to
June 2006
	+/-%
(05/06)

	Online, phone and mail order fraud (CNP) fraud
	£70.2m
	£90.6m
	£95.3m
	+5%

	Counterfeit
	£66.1m
	£45.6m
	£53.0m
	+16%

	Lost/stolen
	£60.5m
	£44.3m
	£36.1m
	-19%

	Mail non-receipt
	£36.5m
	£22.8m
	£9.8m
	-57%

	Card ID theft
	£19.2m
	£16.1m
	£15.0m
	-7%

	 
Total
	 
£252.6m
	 
£219.5m
	 
£209.3m
	 
-5%

	Contained within this total:
	  
	  
	  
	  

	Fraud abroad
	£46.0m
	£41.8m
	£48.5m
	+16%

	Retailer (face-to-face)
	£112.8m
	£73.2m
	£42.1m
	- 43%

	Cash machine fraud
	£36.9m
	£28.8m
	£39.6m
	+37%

	Online banking fraud
	£4m
	£14.5m
	£22.5m
	+55%

	Phishing incidents 
	126
	312
	5,059
	+1,471%


[image: image1.emf]
- Source “The Financial Risk Outlook for 2006 – FSA”

Online Sales Research

Verdict Research

2005 Internet Retailing worth £8.2 billion. This represents 3.1% of the total UK Retail market. By 2010 their research predicts the online market will account for 6.8% of total UK spend

Interactive Media In Retail Group

They contend that the first half of 2006 saw £13.5 billion of online sales, a 40% increase over the same period in 2005. Their research suggests that 20% of retail sales will go through the Internet by 2010.

Additionally they contend that £80 billion of consumer spending is already either done via the Internet or is affected by the Internet
Home Office

http://www.crimestatistics.org.uk/tool/Default.asp?region=0&force=0&cdrp=0&l1=2&l2=0&l3=0&sub=0&v=27

Fraud and forgery for England & Wales Apr 2004 -Mar 2005
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The population of England & Wales is 52,793,731
	Month
	Total number
of offences
	Offences per
1000 population
	Offences per 1000
England/Wales population

	Apr-Jun 2004
	73477
	1.4
	1.4

	Jul-Sep 2004
	70879
	1.3
	1.3

	Oct-Dec 2004
	69278
	1.3
	1.3

	Jan-Mar 2005
	64570
	1.2
	1.2


Fraud & forgery' - Long-term national recorded crime trend
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Source: Research Development and Statistics (CRCSG) Home Office

· There were 278,902 recorded offences of fraud and forgery in England and Wales in 2004/05.  This represents a decrease of 12 per cent from the previous year

· In 1998/1999, the chart shows a break because of changes in the way police were asked to record 'Fraud & forgery' offences. It is not possible to draw direct comparisons before and after 1998/99.

CIFAS - http://www.cifas.org.uk/press_20061108.asp

IDENTITY FRAUD RISES BUT BRITISH BUSINESS IS WINNING THE FIGHT (yep, apparently that’s the case).
Figures produced by CIFAS - the UK’s Fraud Prevention Service at the end of September 2006 showed that, although attempts at identity fraud continued to rise during the period at a rate of 17%, the number of those attempts that have been frustrated by CIFAS Members has increased more steeply.

Key Points

The figures (see tables below) for the first 9 months of 2006 show that:


· the volume of reported fraud is growing by over 9%. 


· identity fraud is once again the area that has shown the most significant increase, with a rise of 17%. The corresponding figure a year ago was almost 15%. 


· although at first glance this might suggest that identity fraud is continuing to rise, in fact CIFAS Members are becoming more successful at combating this crime. By using the CIFAS fraud prevention database, Members were able to detect many more ID frauds at application stage. For the same period in 2005, almost half of the identity frauds recorded were only detected after an account had been opened, but this year the figure is down to a third. 


· the number of attempted identity frauds that have been thwarted by CIFAS Members has increased by over 45%, thus saving many more innocent victims the stress and hassle of clearing their good name and contributing to the savings for CIFAS Members of over almost £579m in the first 9 months of 2006 (representing £88,320 being denied to fraudsters every hour). 


· CIFAS Members have identified a 62% increase in the number of account takeover frauds during this quarter when compared with the same quarter in 2005 (although this category has only been identified separately since March 2005). 

The following tables show a summary of the statistics and the number of fraud cases recorded by CIFAS Members during the first 9 months of 2006, broken down by the type of fraud identified. Definitions are given below in the table below.

	 
	Jan to Sep 2005 
	Jan to Sep 2006 
	% Change 

	Fraud Cases 
Identified 
	114,528
	125,483
	9.5%

	Subjects 
Identified 
	160,444
	1181,689
	13.24%

	Financial 
Benefit 
	£513 million
	£579 million
	12.86%


Fraud Cases refers to each proven instance of fraud identified by CIFAS Members and filed to the CIFAS database. Members must have sufficient evidence to take the case to the police although it is not mandatory that they do so. A fraud case can involve multiple cases and multiple addresses.

Subjects relates to those people involved in the fraud case, whether this be the fraudster, an accomplice or an innocent victim.

Financial Benefits. This is the amount of money that Members of CIFAS reported that they have saved through being alerted to previous frauds by CIFAS warnings.

	CIFAS Case Type 
	Jan to Sep 2005 
	Jan to Sep 2006 
	% Change 

	Identity fraud - 
not prevented
	22,764
	19,052
	- 16.31%

	Identity fraud - 
prevented
	26,766
	38,998
	45.70%

	Application Fraud - 
not prevented
	6,136
	6,324
	3.06%

	Application Fraud - 
prevented
	38,367
	40,144
	4.63%

	Misuse of Facility
 
	17,920
	16,774
	- 6.40%

	Facility Takeover Fraud
 
	1,947
	3,625
	86.18%

	Asset Conversion
 
	348
	285
	- 18.10

	False Insurance Claim
 
	280
	281
	0.36%

	Totals
 
	114,528
	125,483
	9.5%


£1,400 OF FRAUD PREVENTED EVERY MINUTE

Half year figures issued by CIFAS, the UK’s Fraud Prevention Service, show that, between January and June 2006, its 250 Member companies prevented financial frauds to the value of over £360 million. This is equivalent to £1,400 being denied to fraudsters every minute of every day.

Statistics for the period also revealed that, compared with the same period last year:


· Identity frauds increased by almost 22%, representing over 32,000 victims of impersonation.

· CIFAS Members were able to detect over 9,000 more identity frauds at application stage.


Although identity frauds continued their relentless rise during the period by almost 22%, CIFAS Members’ success in detecting and preventing these frauds has increased more steeply. During the corresponding period in 2005, identity fraudsters went undetected at application stage in almost half of cases. So far this year, this is down to one third. 

The following tables show a summary of the statistics and the number of fraud cases filed by CIFAS Members in the period broken down by the type of fraud identified. Definitions are given below.
	 
	Jan to June 2005 
	Jan to June 2006 
	% Change 

	Fraud Cases 
Identified 
	75,680
	85,128
	12.48%

	Subjects 
Identified 
	105,571
	122,633
	16.16%

	Financial 
Benefit 
	£315,058,915
	£360,133,005
	14.30%


	CIFAS Case Type 
	Jan to June 2005 
	Jan to June 2006 
	% Change 

	Identity fraud - 
Facility granted
	15,344
	12,828
	- 16.40%

	Identity fraud - 
Facility not granted
	17,163
	26,819
	56.26%

	Asset conversion
 
	233
	168
	- 27.90%

	Application Fraud - 
Facility granted
	3,970
	4,417
	11.26%

	Application Fraud - 
Facility not granted
	25,482
	27,071
	6.24%

	False Insurance Claim
 
	193
	179
	- 7.25%

	Facility Takeover Fraud
 
	1,031
	2,142
	107.76

	Misuse of Facility
 
	12,264
	11,504
	- 6.20%

	Totals
 
	75,680
	85,128
	12.48%


IDENTITY FRAUDS UP BY 17% IN LATEST QUARTER
At the end of the first quarter of 2006, data provided by members of CIFAS, the UK’s fraud prevention service, showed a quarter-on-quarter increase of 17% in identity frauds. This represents 16,077 victims of impersonation.

By using the CIFAS fraud prevention database, Members were able to detect many more ID frauds at application stage. For the same period in 2005 almost half of the Identity Frauds recorded were only identified after the facility had been granted to the fraudster, but in 2006 the figures showed this was down to a third. 
The number of attempted Identity Frauds that have been frustrated by CIFAS Members has increased by over 50%, thus saving many more innocent victims the stress and hassle of clearing their good name and contributing to savings for CIFAS Members of over £163 million in the first quarter alone. 
This compares favourably with the estimated losses to Members through Identity Fraud of just under £15 million, representing a significant proportion of the total estimated losses of £35 million.

CIFAS Chief Executive, Peter Hurst, said “While it is pleasing for our members that so many cases are detected in advance, the continued threat of identity fraud is very worrying for individuals. Every impersonation involves an innocent victim. Many have already been the subject of street crime, burglary or assault and had personal documents stolen. This increase highlights the need for all parties – in both the public and private sectors – to work together to combat this pernicious crime.”

The following tables show a summary of the statistics and the number of fraud cases filed by CIFAS Members in the period broken down by the type of fraud identified. Definitions are given below.

	 
	Jan to Mar 2005
	Jan to Mar 2006
	% Change

	Fraud Cases Identified
	36,651
	42,342
	15.53%

	Subjects Identified
	50,976
	60,158
	18.01%

	Financial Benefit
	£153,046,981
	£163,304,632
	6.70%


	CIFAS Case Type
	Jan to Mar 2005
	Jan to Mar 2006
	% Change

	Identity fraud – Facility opened
	7,985
	6,321
	-20.84%

	Identity fraud – Facility not opened
	8,121
	12,529
	54.28%

	Asset conversion
	110
	73
	-33.64%

	Application fraud – Facility opened 
	1,953
	2,190
	12.14%

	Application fraud – Facility not opened
	12,026
	13,831
	15.01%

	False insurance claim
	102
	90
	-11.76%

	Facility takeover fraud
	139
	990
	612.23%

	Misuse of facility
	6,212
	6,318
	1.71%

	Totals
	36,651
	42,342
	15.53%


Card Fraud 

http://www.cardwatch.org.uk/default.asp?sectionid=5&pageid=123
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Computer Weekly - http://www.computerweekly.com/Articles/2006/11/07/219719/Bank+fraud+drives+adoption+of+two-factor+authentication.htm#ContentContinues

Bank fraud drives adoption of two-factor authentication

by Bill Goodwin Tuesday 7 November 2006

Banks will come under further pressure to adopt two-factor authentication technology following a 55% increase in the cost of online banking fraud over the past year.

Figures released today (7 November) by the Association of Payment Clearing Services (Apacs), show bank losses reached £22.5m in the first six months of the year 

... up from £14.m over the same period in 2005.

The increase has been driven by a dramatic rise in the volume of phishing incidents, which rose from 312 in the first six months of 2005 to 5,059 in the first half of 2006. 

Several banks, including Alliance & Leicester and HSBC, are trialling two-factor authentication technology in an effort to stem the tide of phishing fraud. Apacs said it was working with banks and retailers to test what could become an industry standard version of two-factor authentication next year. The system uses low-cost handheld card readers to generate one-time passwords, which can be used to verify purchases online or over the phone. 

Apacs said the losses caused by online fraud were growing slowly compared to the growth in the number of online transactions. More than 26.4 million people now shop online, with an estimated 372 million transactions being undertaken last year, it said.

Despite the growth in online fraud, the introduction of chip and Pin cards has led to an overall decline in card fraud, from £219.m in the first half of 2005 to £209.3m this year.  Increases in counterfeit credit card fraud were mainly driven by fraudsters copying magnet stripe details and using hidden miniature cameras to capture Pins at cash machines. But these losses are expected to decline 
in the UK in the second half of the year, following a programme to update cash machines and tills with chip and Pin technology. 

Personally, I feel as a Country we simply must do a lot more, some thoughts below:

Firstly we need a few more prisons, there has to be a strong message that crime is wrong and there will be  punishments that fits the crime.
Police need more powers and authority, I note the recent developments with on the spot fingerprinting coming in, police officers with cameras attached to their heads (yes even more cameras, but I agree with this one), and I say, arm more policemen.
Look at the American way, you commit these types of crimes in the US you get real sentences, you commit them again you get even tougher sentences, armed robbers and serious criminals may well get shot dead.
Getting a ten year sentence must mean you will serve ten years, or a minimum of eight, not four or five.  Criminals who commit financial crime must be properly sentenced;

Bring in Biometric passports NOW, bring in Identity Cards NOW, give MLRO’s and crime fighters the tools to do their jobs, and, re look at POCA and how it is used (and can be used) in relation to MLRO’s doing there jobs.
The answer to fighting crime is not putting up more speed cameras . . . or surveillance cameras (I heard on LBC Radio 2nd November 2006 that the UK has 20% of the Worlds Surveillance cameras) . . . great, is this catching, prosecuting and sentencing real criminals? Is having a culture of fining people and community service enough of a deterrent.

There must be some stats somewhere supporting why we have so many surveillance cameras and that criminals are getting caught, well if that’s the case, maybe we need 30 or 40% of the worlds surveillance cameras . . . yes  /  no, answers on a postcard please.

Calling  all  -  INDUSTRY  CRIME  FIGHTERS.

· Get your systems and controls in place;

· Make senior management aware of the seriousness of the situation, remind them one of the FSA’s statutes is fighting financial crime;

· Try and circulate Senior Management with articles on fraud and financial crime, make sure they are fully aware of the problem;
· If possible, gather and circulate statistics on the amounts your firm has lost due to fraud and financial crime;

· Get the recourses you need, use the MLRO Annual Report to Senior Management to get your message across;

· Join groups such as MLROs.com (free membership) and work with fellow industry practitioners;
· Look at your recruitment procedures and KYE (know your employee);

· Are there any software solutions that can assist, we at MLROs.com have developed some. 

· Remember to monitor.
Internal Monitoring “Never forget the basics”, do you do enough?
· E-mail Monitoring and monitoring notifications 
· Instant Messaging
· Telephone Monitoring

· External Post

· Internet Usage

· Employee Ten Day Break Checks

· Approved Persons Financial Soundness

· Weekend Access / out of normal Hours monitoring
· Clear Desk

· New Staff (permanent / temporary) - referencing 

· Disaster Recovery – is your institution more vulnerable in a DR type situation?
· Transaction Monitoring

· Evidence of identity

· KYC, KYB and KYE

· Staff awareness training

· Keep logs of evidence obtained

· Recruitment

· IT systems security

· Equipment security (Blackberry’s PC’s, Laptops, employees who e-mail work home

The list goes on of course.

The industry has to start pulling together in a way never done before, information sharing has to increase dramatically, and institutions must pull together with each other and the private sector.  
Being divided simply assists criminals.  We as a collective group must lobby Government with our joint concerns and inform the public even more than we do.

Perhaps for one month in 2007, institutions can stop their huge marketing machines, pull together and have an ANTI FRAUD MONTH, where all their marketing efforts (that’s ALL) for that month are completely focussed on Anti Fraud Advisory – TV, mail shots, advertising boards, magazines ECT, we have very scary adds about motor accidents, lets do the same for Fraud Awareness.  
MLROs.com would be happy to organise this and front it . . . are you listening out there, lets have an Anti Fraud Advisory Awareness Month?    
Make 2007 the year the UK Fights Financial Crime back, be aware of what is happening around you, not just in the areas you work in, because its all connected.  

Organise your defences. 
DO  IT  NOW.

Thanks to those of you who have read my articles during 2006, I wish you all a merry Christmas and a happy/safe crime free 2007.
Ben Hur

Compliance Officer and MLRO

Chairman of the Anti Money Laundering Practitioners Forum 

( www.mlros.com ) “free to attend Financial Crime and MLRO’s forums”.
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