
Ben Hur asks Assistant Compliance Officer and KYC Builder “Karen Aghayere” to advise how she resolves some of her KYC issues and what web sites help.  
Identifying The Customer: Online assistance 
WHAT IS A KYC?

KYC stands for ‘Know your Customer’.
Customers are defined in this context as ‘applicants for business’. This includes any natural, legal person, firm, business or institution who seeks to enter into a business relationship or conduct a one-off or series of transactions, with a firm, as principal or as an agent for someone else.
UK Money Laundering legislation and regulation places an obligation on firms in the financial services industry to reasonably satisfy themselves of the following:

· The Customers are who they say they are;
· To know whether the Customer is acting on behalf of another;
· There are no legal barriers (e.g. government sanctions)

        to providing them with the product or service requested; 
· The Customer is not using the financial services industry for fraud, money laundering or terrorist financing; and 

· Information on customers or activities being investigated is readily available to assist both regulators and law enforcement.
EVIDENCING IDENTITY& ADDRESS 
It is common for firms to obtain, in respect of individuals, passports and photo card driving licences to reasonably establish customer’s identity. However, other forms of confirmation can be used such as written or otherwise documented assurances from persons or organisations that have dealt with the Customer for some time (e.g. government bodies, courts and financial institutions etc). In addition to this are electronic sources, which can be used to confirm identities (in some instances) without involving the customer, indeed, this type of identification is becoming increasingly more common.
In the case of Corporates, its important that firms ensure that they fully understands the company’s legal form, structure and ownership, and should obtain sufficient additional information on the nature of the company’s business, and the reasons for seeking product or service. 

OBTAINING AND VERYFYING INFORMATION

Obtaining information for the KYC is not always a straightforward process. The problems encountered vary from business to business but the most common are: Locating Foreign Companies, Language Barriers, Suspicious Documents, Trusts, Offshore Firms and Publicly Exposed Persons.
1.  Locating Foreign Companies

The main source of information on a company for KYC purposes is from a company registry. Company registries are primarily responsible for incorporating and registering companies, they also dissolve, examine and store company information which is then made publicly available.
It can be time consuming trying to locate a company registry outside the UK. The official UK registrar of companies website provides a link to a number of registries around the world. Please note the list is not an exhaustive one, but if you didn’t know it was there, you may well find it useful.
www.companieshouse.gov.uk/links/introduction.shtml#reg
Unfortunately not all of these websites or the documents they provide are in English, thankfully you can obtain international company reports via the following:
www.creditman.biz/uk/members/products.asp?categoryid=1
www.dnb.com
http://web.lexis-nexis.com/xchange-international/
www.corporateinformation.com 

www.hoovers.com 

2. Language Barriers 

As mentioned above a large number of foreign companies registry’s (or documents obtained from them) are not in English. If one is not fortunate enough to have an in-house translator, then online translation may be the answer. 
There are several sites offering free translation in several languages, personally, Karen finds the following site particularly useful, because, this site stands out from the others as it allows you to translate several words at a time. e.g. an entire paragraph:

 http://dictionary.reference.com/translate/text.html 
3. Suspicious Documents 

Some documents are more easily forged than others. Where suspicion arises firms should take steps to establish whether the document has been reported lost or stolen.  Karen uses the Keesing Identity Checker which is a full-colour publication that helps front and back office staff to establish the legitimacy of Passport and ID Cards issued by more than 130 countries.  The manual’s easy to use index allows users to find individual ID documents in seconds, while its detailed images greatly facilitate the verification process, updates are also sent out. 
http://www.keesingref.com/eng/products.php?detail=324 
Most firms accept copies of documentary evidence when certified by a professional acting in the course of their business. Those certifying documents can be verified by reference of their practising certificate. For example in the UK the Law Society site enables you to search Law Society records to find law firms or individual Solicitors. 
http://www.solicitors-online.com/ 
4. Trusts 
Trusts certainly are and have been used as money laundering vehicles, with discretionary trusts and complex offshore trusts considered more vulnerable.  A trust is usually governed by a deed which sets out the purpose and objects of the trust. The trust deed should be obtained to establish the name, nature and purpose of the trust, country of establishment, name and address of any beneficiary, protector or controller and names of trustees.
The trustee (or equivalent) that is the holder of the trust property and, has the authority to operate the account, or give instructions concerning the use or transfer of funds or assets on behalf of the beneficiary (beneficial or equitable interest holders), should be identified. Where a trustee is a regulated entity or publicly quoted company, the following sites which provide links to a list of Regulators and Stock Exchanges can be used verify their status:
www.Compliance-exchange.com/ex.htm
http://law.utoledo.edu/financialregulators/pages/finanreg.htm
www.Jmlsg.org.uk
Pprofessional firms however, holding client money are required to verify the identities of their clients (beneficiaries), under client confidential rules, having said that,  firms may not be able to establish a client’s identity for whom a solicitor or accountant is acting (because the professional firm is not willing to identify their /the underlying customer), typically in this case a commercial decision must be made based on the knowledge of the intermediary as to the nature and extent of the business that they are prepared to conduct. 
5. Offshore Firms 

A high level of transactions with offshore entities or companies in geographical high risk areas have been a major cause for concern.  Shell companies such as International Business Companies registered offshore can easily (and have been) be used for money laundering. A major problem with verifying the identity of offshore firms is that they are often protected by secrecy laws. These laws restrict access to banking information or prohibit on-site examination in most offshore jurisdictions. 

When faced with less transparency, firms should consider the money laundering or terrorist financing risk presented by the entity, and therefore the extent to which, in addition to the standard evidence, they should verify the identities of the principal beneficial owners, shareholders and controllers.
The following sites provide a database that covers hundreds of countries and territories, and includes individuals and businesses:
http://www.world-check.com/portal/mod_perl
http://www.factiva.com
There are a number of firms that purport to be legitimately carrying on financial services. The identities of financial firms subject to the AML Regulations or equivalent, and which are regulated in the UK by the FSA, or in the EU or a comparable jurisdiction, by an equivalent regulator, do not  

need to be verified for KYC purposes. However enquiries should be made to establish that a firm or individual is in fact regulated. (See abovementioned sites for Trustees), and of course, always print off the relevant page/s of the regulators site to evidence the firm is regulated, site address below:  

http://www.fsa.gov.uk/register/.

Additionally, here’s a links to venture capital and private equity firms:
Worldwide

http://www.vclocator.com/database_free_view.php
France

www.leonardofinance.fr/getpage.asp?language=1&menu=6&id=65
www.editionsdumanagement.com/search2.php?keywords
European venture capital firms
www.evca.com
6. Politically Exposed Persons (“PEPs”) 

PEPs posing a high money laundering risk e.g. Heads of state or of government, senior politicians, senior government or military officials, senior executives of publicly owned enterprises and important political party officials are commonly considered as a PEP. 

Although their status does not incriminate individuals or entities, it has to be said that certain PEP customers could increase a firms risk of money laundering (you need to assess the risk in relation to the individual and transaction).
PEPs are persons who have or have had a high political or personal profile, or hold or have held public office, as stated above, this risk could make them vulnerable to corruption, this could also extend to their immediate families and close associates as indeed we have all read about.

It is not always easy to establish whether an individual or entity qualifies as PEP, however firms are required to carry out specific checks such as; consulting relevant reports and databases.

Firms need to assess corruption risk, information often  published by national/international Governments or private commercial organisations.  Resources such as the Transparency International Corruption Perceptions Index, which ranks approximately 150 countries according to their perceived level of corruption may be a useful tool in terms of assessing risk. 
http://www.transparency.org/
In addition to specialist databases (see abovementioned sites for Offshore Companies), firms may be able to rely on search engines for information on PEPS.

www.ask.com
www.google.co.uk
Karen and I hope that some of you have got something out of the above article, certainly my web site (below) is shortly to publish a list of what we believe to be very useful web sites for KYC building, this list will be free to copy. 
Lastly, and most importantly, remember, if you haven’t evidenced what you do/did, then it didn’t happen.  And, the above does not constitute the answer to your firms KYC issues, you should of course read the rules and guidance available and assess your own risk and how you produce KYC’s to meet the legal requirements.
Ben Hur

Compliance Officer and MLRO NIBC Bank N.V.

Chairman of the Anti Money Laundering Practitioners Forum 

(  www.mlros.com  )  “free to attend MLRO’s forums”.
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