April 2006 article.                                                  

Approved Persons and remaining competent, from an MLRO’s prospective.
Well there are several ways to achieve this, certainly the size of your firm, team, resources and internal structure can dictate your abilities in this area, my experience has shown me that some firms deem an approved person competent from a business prospective, but not necessarily from an Ant Money Laundering prospective.  

But nevertheless its your obligation to ensure competence is maintained and your approved persons remain (evidenced) AML competent, if nothing else, but from the anti money laundering prospective.
Below are some ideas to think about and I hope one or two of them are/may be of use to you, if nothing else, then this article hopefully helps you benchmark that what you do either suffices, surpasses requirements, or, dare I say it . . . identifies that a little extra effort maybe required.

Lets start with the evidence, because  if the regulator comes knocking at your door and says how did/do you find this person competent from an anti money laundering prospective, can you demonstrate the competence of the employee in question?

Well I feel I can, and I am very comfortable with the steps I have taken (which I share with you below) to ensure competence from an AML prospective, if you are not comfortable, then you definitely need to read on, on the other hand, if you feel confident its still worth reading on, as some of the ideas below may just assist in strengthening your existing procedures.

OK, ask yourself this question now, “if you discover the regulators are coming in next week and, are going to ask you if your approved persons are AML competent, do you have a relaxed feeling running through your veins, or do you feel like you want to slit them”? 

Lets move on.  I like to be in the position of having more than one way to evidence AML competency, this gives me what I call the “relax factor”, if you find out your regulator is paying you a visit, and you are not comfortable in any area then I suggest to you that there is a problem, on the other hand, if you discover your regulator is coming and you are very relaxed about it, then hopefully you don’t have any serious problems. 

The first area I use is monitoring.  Monitoring of course (to me) relates to several areas, some examples follow: 

Area 1


Telephone Monitoring.  I monitor the telephone calls of my approved persons, the monitoring is recorded on a log and any concerns identified, investigated and reported on with a final report being attached to the Telephone Monitoring Log, this in turn is filed in the Compliance Monitoring Plan.  Monitoring commences with an e-mail being sent to those monitored (this is normally sent the day before I commence my monitoring), employees are asked to e-mail me direct if they do not want to be present (being able to conduct monitoring without the employee present does save time).  For those employees who wish to be present (for me this is typically 65%) I schedule monitoring times for them.

Once this exercise is completed, I file all the logs and reports in my Compliance Monitoring Plan, this is of course freely available to the FSA, Internal and External auditors.  With regards to how often this should be undertaken, well this is down to your view of your firms risk, your interpretation of rules and guidance, the usable quality of the information obtained and the amount of time you need to discover/evidence any form of AML knowledge.

I guess there are mainly two issues, your view on  risk and the amount of evidence available with regards to AML.  

However often you deem this type of monitoring appropriate, you should evaluate (at your year end review) whether to continue with your current level of monitoring, or make a change, ensure you record your decisions and actions taken (in your Compliance Monitoring Plan annual review).

So for example, if you conducted monitoring monthly and after twelve months found you had no issues of concern, and your risks (in your opinion) are/were low, then you may decide to reduce your monitoring from twelve times a year to say eight . . . . you see where I am coming from, on the other hand, if you had areas of concern discovered during the monitoring, then I suggest you up the amount of times you monitor, or up the hours spent at each monitoring session.   

Area 2

E-mail monitoring. 

Again you need to decide the frequency based on your analysis of your risk (as stated above). 

Again I only do this for our approved persons (unless of course the employee is under some sort of investigation) and, as opposed to telephone monitoring, I do not ask employees to be present when undertaking this audit, indeed, I do not even notify employees that I am doing this audit (of course all employees are fully aware that this type of monitoring is undertaken, as I cover this in my Compliance Induction and Annual Refresher Training).

Having said that, I never conduct this particular audit (e-mail) without an independent witness present, normally this is an employee from HR (the only time I undertake e-mail monitoring on my own is if I am checking the e-mail box of an ex employee, or if the employee I am checking on is under some sort of investigation, and even then to conduct investigation monitoring I obtain the consent of my line manager first).    

The reason that having an employee present as opposed to not (the difference between e-mail and telephone monitoring), is because an employee cannot delete a taped telephone call, but of course can delete e-mails, therefore e-mail monitoring is conducted without notice having been given.  Don’t forget the “golden rule”, record each and every e-mail monitored.
Area 3

File review’s

In addition, our T and C Scheme currently asks Scheme Supervisors to complete a one or two page competency form three times a year, here the Supervisor must express an opinion (documented) as to why their employee is competent, as well as confirm the employees files have been reviewed, it is not sufficient to simply write the word competent and sign.

Of course, if you have an employee whom is deemed to be not confident, you increase the frequency of the monitoring, say to monthly until the employee has reached (hopefully) the desired competency level.  

Area 4

Compliance/AML Circulation file
Well we only have 55 employees in London, and therefore this type of information dissemination is therefore not to difficult to achieve.

Compliance puts together a circulation file, included in this is information from several sources, and of course AML features heavily in all circulated files, I have some ideas below, this is not an exhaustive list, but perhaps food for thought:

· Compliance Online news articles (AML and Fraud);

· Articles of interest from the FSA web site;

· General AML/Fraud articles from the press (FT or other financial papers;

· Any new AML procedures introduced, or occasional reminders of the existing procedures;

· Amendments to the FATF list;

· Law Enforcement News/articles say from NCIS, SOCA or the Asset Recovery Agency;

· AML bulletins or magazines received.

If your organisation is of the size, where sending out one circulation file would simply not work, then produce several and hand them to the managers of designated business areas for them to distribute, of course ensure the front page has the individuals names and a space for their signature (remember, if no evidence, then it did not happen).

I even publish here any AML related FSA fines, I believe this appropriate in keeping the minds of some individuals fully  focussed.

Area 5

Industry Literature read
Here, we simply list the industry literature read for each department (this is obviously tailored per department), of course the relevant employees have to sign the list (on a quarterly basis). 
We at NIBC London get the business team secretaries to get the list signed and forward it (when completed) to our HR who file it and make note on the individuals separate HR/Compliance File, these files are duly audited by Compliance.

Area 6

Annual (refresher) Training.

Well of course I have already written about this area in detail (in one of my previous Compliance Online articles), but suffice to say, make sure this is undertaken, recorded, and that the approved persons have signed to indicate their attendance.

Whilst writing about this area, I have made one change to that previously written, the AML / Induction / Refresher Training attendance confirmation form signed by the trainee, now contains a declaration stating that the individual signing understands the firms AML procedures and rules, and that he/she will abide by them.

If you have problems getting an individual to attend, simply go to their line manager, and if necessary continue up the management line until the individual concerned gets the message fro m a high enough source that he/she attends.

Obviously ensure the training goes/covers the AML procedures and policies, highlight any amendments that have been made during the previous twelve months, and if possible keep a record of the presentation (I keep each years on a CD and file the CD with the signed training attended confirmation slips).  Additionally, give each attendee a hard copy of the AML forms and procedures. 

For me, the above gives me a feeling of confidence that when the FSA come knocking at my door, and ask me how I find my approved persons AML competent, I need not worry (I have the relax factor). 

Lastly, and most importantly, remember, if you haven’t evidenced what you do/did, then it didn’t happen.

Ben Hur

Compliance Officer and MLRO NIBC Bank N.V.
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