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The information contained herein is of a general na  ture and is
not intended to address the circumstances of any pa rticular
iIndividual or entity. Although we endeavour to pro vide
accurate and timely information, there can be no gu arantee
that such information is accurate as of the date it IS received
or that it will continue to be accurate in the futu re. No one
should act on such information without appropriate

professional advice after a thorough examination of the
particular situation.
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¢ Emerging Trends - KPMG Fraud Barometer
¢ Profile of an Fraudster
4 Managing the theft of fraud
- Prevention, Detection, and Response
- An Ongoing Process
¢ Questions
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It is estimated that fraud cost £13.9 billion (2005), increasing to £20 billion
with the inclusion of income tax and EU fraud. This amounts to £330 for
every man, woman and child in the UK. (ACPO, 2007)

Fraud Barometer:
KPMG’s semi-annual Fraud Barometer considers major fraud cases being

heard in the UK’s Crown Courts, where charges are in excess of
£100,000. The last barometer was issued August 2007.

Findings:

¢ £600m of fraud came into the court in the first six months of 2007 alone (this is
a higher value in six months than in the whole of 2000, 2001, 2003 or 2004).

¢ Over 100 cases for the fourth six month period in a row.
¢ Huge carousel fraud cases drove fraud value.
¢ Insider fraud continued to proliferate.
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Over 100 fraud cases worth £594 million reached court in the UK (Charges
over £100,000 in the Crown Court) between January and June 2007.
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Frauds are occurring at increasing levels - across all regions of the UK
and against all types of victims

The threat from organised crime has increased markedly

External and internal threats present a simultaneous problem for
organisations, particularly with the exploitation of new technology

Large-scale frauds emerge during a recession — the incidences of fraud
that are brought to light as a result of the current credit crunch are yet to
be seen!
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*Recent Impacts on Fraud
= Emall
= Internet
= Mobile phones
- Skimming technology

*New threats:
= Money laundering
= Carousel fraud
= ldentity theft
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Growing problem affecting individuals, government departments and
private sector organisations.

Often forms part of more serious criminal operations such as people
trafficking and drug smuggling.

2002 Cabinet Office study estimated that identity fraud cost the UK
economy £1.3 billion per annum.

The Home Office Identity Fraud Steering Committee estimated the cost of
identity theft at £1.72 billion.

In the UK the consumer magazine Which? recently conducted a survey
that indicated the one in four British adults either had been affected by
identity theft or knew somebody who had.
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Techniques used to gain access to confidential information include:

¢ Physical theft — probably the most common means fraudsters use to obtain
the information they need

‘Social engineering’
Collection of publicly available information
Searching through discarded items (e.g. business / household rubbish)

Unauthorised access to electronic storage of sensitive client information
within the organisation (e.g., hacking of online banking sties)

Organised gangs either targeting staff or processes to infiltrate an
organisation’s operations

Obtaining personal customer details (bank, telecom) through merchants
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Based on a recent KPMG survey (Profile of a fraudst  er, 2007) of corporate cases
investigated by the firm:

4 Internal fraudster -69%

¢ External fraudster - 11%

¢ Collusion - 20%

The typical white-collar criminal:
Is 30+ years old
Seems to have a stable family situation
Has above-average education
Is less likely to have a criminal record
Appears in good psychological health
Holds a position of trust

4 Has a detailed knowledge of financial systems and their weaknesses

In addition to the typical corporate frauds, many firms in the financial sector (along with
those in other sectors such as telecommunications) also see the impact of externally
perpetrated fraud such as those identified in the Fraud Barometer.
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Collusion between Inadequate internal Management Collusion between Lack of control Ineffective or
employees and controls override of internal employees and over management nonexistent ethics
third parties controls management by directors or compliance
program
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Controls designed to take
corrective action and
remedy the harm caused
by fraud or misconduct.

Source: KPMG FRM White Paper |

' Response
/

Pefection

Controls designed to
reduce the risk of fraud and
misconduct from occurring

in the first place

Controls designed to
uncover fraud and
misconduct when it occurs.
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The challenge for companies is to develop a compreh  ensive
effort to:

¢ Understand various control frameworks and criteria that apply to them
¢ Measure fraud losses accurately and determine fraud risk exposure

¢ Integrate risk assessments, codes of conduct, and whistleblower
mechanisms into corporate objectives

¢ Create a comprehensive anti-fraud program that manages and
Integrates prevention, detection, and response efforts
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Prevention

Detection

Response

Board/audit committee oversight
Executive and line management functions
Internal audit, compliance, and monitoring functions

Fraud and misconduct
risk assessment

Code of conduct and
related standards

Employee and third-
party due diligence

Communication and
training

Process-specific fraud
risk controls

*

*

Hotlines and whistle-
blower mechanisms

Auditing and
monitoring

Proactive forensic
data analysis

*

*

Internal investigation
protocols

Enforcement and
accountability
protocols

Disclosure protocols

Remedial action
protocols
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Do we have an anti-fraud
culture?

How can we mobilise the
honest majority against the
dishonest minority?

Is the tone set from the top?

Are our personnel fraud
aware?

Do staff know what is
acceptable and what is not?

Are there policies on fraud prevention
and ethics; gifts; entertainment;
expenses; conflicts of interest, internet
use — with examples!?

Are there clear channels in place for
reporting suspicions of fraud and
misconduct?

Are members of staff confident about
being protected in the event of raising
concerns or “whistle blowing”™?

Do our recruitment / hiring processes
prevent fraudsters joining us?
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David Luijerink
Director
Tel: +44 (0) 20 7311 5008

Email: david.luijerink@kpmg.co.uk

nal. KPMG Intermnati as he MG oKt i i r i b e Srovid 2 \ <r firm has any authonty to ctligate




